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DETAILED ACTION 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1 .17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.1 14, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 02/25/2008 has been entered. 

2. Claims 1-36 and 38-50 are pending. Claim 37 were previously canceled. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 1 02 of this title, i f the di ITeivnces between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 1-8,10-11,14-22,24-25,28-36,39-48,50 are rejected under 35 U.S.C. 103 
unpatentable over Makitni (JP 10-190930(Pub date 21/07/1998) in view of Hewett et 
al(hereinafter referred as Hewett) US Pub No 20020104023 . 

3. As per claims 1 and 15: Makitni teaches an image forming apparatus/method in which a 
plurality of applications can be installed, the image forming apparatus comprising: 

user information input part for a user to input user information and user authentication 
information(0007);an external server communication part, which receives pre-registered user 
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authentication information from an external server through the network(0006-0007,0041); one or 
more authentication parts, which authentication the user authentication information based on the 
received pre-registered user authentication information(0053, 0062-0064); a use control part for 
receiving one or more authentication results from one or more authentication parts, and 
controlling use restriction for one or more applications according to the received one or more 
authentication results(0038,0053). 

Makitni does not explicitly teach wherein the external server stores the pre-registered 
user authentication information independently the apparatus at a separate location on the internet. 
However Hewett teaches wherein the external server stores the pre-registered user authentication 
information independently the apparatus at a separate location on the internet (See 0022,0067 
and Fig 4 step 205). Therefore it would have been obvious to one ordinary skill in the art that 
time the invention was made to modify the teaching method of Hewett within Makitni inorder to 
enhance the security of the system. 

6. As per claim 2 and 16: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the use control part refers to information indicating the one or more 
authentication parts that correspond to an application, causes the one or more authentication parts 
to perform authentication process when the application is used, and sends an authentication result 
to the application (See Makitni 0038,0062-0064). 

7. As per claim 3 and 17: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the use control part refers to information indicating the one or more 
applications that correspond to an authentication part, and sends an authentication result of the 
authentication part to an application in the one or more applications when the application is used 
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(See Makitni 0053,0062-0064). 

8. As per claim 4 and 18: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the use control part includes a part for controlling use restriction for a function 
of the application (See Makitni 0038,0053). 

9. As per claim 5 and 19: the combination of Makitni and Hewett teach the image forming 
apparatus as claimed wherein the use control part sends an authentication result indicating 
success of authentication to the one or more applications only when authentication by all of the 
one or more authentication parts succeeds (See Makitni 0053,0062-0064). 

10. As per claim 6 and 20: the combination of Makitni and Hewett teach the image forming 
apparatus as claimed wherein the use control part sends an authentication result indicating 
success of authentication to the one or more applications when authentication by at least one 
authentication part in the one or more authentication parts succeeds (See Makitni 0062-0064). 

11. As per claim 7 and 2 1 :the combination of Makitni and Hewett teach the image forming 
apparatus wherein the each of the one or more authentication part is an application or an 
apparatus connected to the image forming apparatus (See Makitni 0006). 

12. As per claim 8 and 22: combination of Makitni and Hewett teach the image forming 
apparatus wherein the pre-registered user authentication information is registered beforehand in 
external server (See Makitni 0053,0062-0064). 

13. As per claim 10 and 24: the combination of Makitni and Hewett teach the image forming 
apparatus the image forming apparatus further comprising hardware resources used for image 
forming processes, and control services that perform processes of a system side including control 
of the hardware resources, wherein the image forming apparatus is configured to install a 
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plurality of applications separately from the control services, and the image forming apparatus 
includes the use control part as a control service(See Makitni 0030,0036). 

14. As per claim 1 1 and 25: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the user information input part is configured for a user to input user 
identification information and user authentication information to be pre-registered in external 
server (See 0006); the external server communication part sends the user identification 
information and user authentication information to be pre-registered in the external server input 
by the user to the external server (See 0006-007, 0041); and the authentication part determines 
whether the pre-registered user authentication information received from the external server is 
same as the user authentication information input by the user, and sending an authentication 
result to the use control part( See Makitni 0041,0053). 

15. As per claims 14 and 28: the combination of Makitni and Hewett teach the image 
forming apparatus as wherein the external server is a Lightweigh Directiory Access Protocol 
(See Makitni 0134-0135). 

15. As per claim 29: Makitni teaches an image forming apparatus in which a plurality of 
applications can be installed, the image forming apparatus comprising: 
user information input part for a user to input user information and user authentication 
information(0007);an external server communication part, which receives pre-registered user 
authentication information from an external server through the network(0006-0007,0041); one or 
more authentication parts, which authentication the user authentication information based on the 
received pre-registered user authentication information(005 3, 0062-0064); a display part for 
displaying a screen, on an operation panel of the image forming apparatus, for selecting one or 
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more applications for the authentication part, in which user authentication by the authentication 
part is applied to use of the one or more applications (See 0030,0036-0037); and a use control 
part for receiving an authentication result from the authentication part, and controlling use 
restriction for the one or more applications according to the authentication result(See 
0038,0053). 

Makitni does not explicitly teach wherein the external server stores the pre -registered 
user authentication information independently the apparatus at a separate location on the internet. 
However Hewett teaches wherein the external server stores the pre-registered user authentication 
information independently the apparatus at a separate location on the internet (See 0022,0067 
and Fig 4 step 205). Therefore it would have been obvious to one ordinary skill in the art that 
time the invention was made to modify the teaching method of Hewett within Makitni inorder to 
enhance the security of the system 

16. As per claim 30: the combination of Makitni and Hewett teach the image forming 
apparatus wherein information input from the screen is stored in the image forming apparatus as 
information indicating the one or more applications corresponding to the authentication part (See 
Makitni 0036-0037). 

17. As per claim 3 1 : the combination of Makitni and Hewett teach the image forming 
apparatus as claimed in wherein the display part displays a screen for selecting one or more 
functions of an application to which user authentication by the authentication part is applied (See 
Makitni 0030,0036). 

18. As per claim 32: Makitni teaches an image forming apparatus in which is to be connected 
to a network and in which a plurality of applications can be installed, the image forming 
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apparatus comprising: user information input part for a user to input user information and user 
authentication information (0007);an external server communication part, which receives pre- 
registered user authentication information from an external server through the network(0006- 
0007,0041); one or more authentication parts, which authentication the user authentication 
information based on the received pre-registered user authentication information(0053,0062- 
0064);and a display part for displaying a screen, on an operation panel of the image forming 
apparatus, for selecting one or more authentication parts for an application, in which user 
authentication by the one or more authentication parts can be applied to use of the application 
(See 0053,0062-0064); and a use control part for receiving one or more authentication results 
from the one or more authentication parts, and controlling use restriction for the application 
according to the one or more authentication results(See 0038,0053). 

Makitni does not explicitly teach wherein the external server stores the pre-registered 
user authentication information independently the apparatus at a separate location on the internet. 
However Hewett teaches wherein the external server stores the pre-registered user authentication 
information independently the apparatus at a separate location on the internet (See 0022,0067 
and Fig 4 step 205). Therefore it would have been obvious to one ordinary skill in the art that 
time the invention was made to modify the teaching method of Hewett within Makitni inorder to 
enhance the security of the system 

19. As per claim 33 : the combination of Makitni and Hewett teach the image forming 
apparatus wherein information input from the screen is stored in the image forming apparatus as 
information indicating the one or more authentication parts corresponding to the application (See 
Makitni 0030,0036-0038). 
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20. As per claim 34: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the display part displays a screen for setting relationship among the one or 
more authentication parts (See Makitni 0030,0036-0038). 

21. As per claim 35 : the combination of Makitni and Hewett teach the image forming 
apparatus wherein the display part displays a screen for setting information indicating that user 
authentication for use of the application succeeds only if authentication by all of the one or more 
authentication parts succeeds (See Makitni 0053,0062-0064). 

22. As per claim 36: the combination of Makitni and Hewett teach the image forming 
apparatus wherein the display part displays a screen for setting information indicating that user 
authentication for use of the application succeeds if authentication by at least one of the one or 
more authentication parts succeeds (Sec Makitni 0030,0053,0062-0064). 

23. As per claim 39: Makitni teaches the image forming apparatus the image forming 
apparatus further comprising hardware resources used for image forming processes, and control 
services that perform processes of the system side including control of the hardware resources, 
wherein the image forming apparatus is configured so as to be able to install a plurality of 
applications separately from the control services, and the image forming apparatus includes the 
use control part and the display part as a control service(See Makitni 0030,0041,0053). 

26. As per claim 40: Makitni teaches a use control method for an application in an image 
forming apparatus which is connected to a network and in which a plurality of applications can 
be installed, the use control method comprising: receiving a user information and user 
authentication information input by a user (0006-0007); receiving pre-registered user 
authentication information from an external server through the network (0006-0007,0041); 
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displaying a screen for selecting one or more applications for an authentication part, in which 
user authentication by the authentication part is applied to use of the one or more applications 
(See 0053,0062-0064); authenticating the user authentication information based on the pre- 
registered user authentication information by the authentication part(0053,0062-0064); receiving 
an authentication result and controlling use restriction for the one or more applications according 
to the authentication result(See 0038,0053). 

Makitni does not explicitly teach wherein the external server stores the pre -registered 
user authentication information independently the apparatus at a separate location on the internet. 
However Hewett teaches wherein the external server stores the pre-registered user authentication 
information independently the apparatus at a separate location on the internet (See 0022,0067 
and Fig 4 step 205). Therefore it would have been obvious to one ordinary skill in the art that 
time the invention was made to modify the teaching method of Hewett within Makitni inorder to 
enhance the security of the system. 

27. As per claim 4 1 : the combination of Makitni and Hewett teach the use control method 
further comprising: storing information input from the screen in the image forming apparatus as 
information indicating the one or more applications corresponding to the authentication part (See 
Makitni 0036,0053). 

28. As per claim 42: the combination of Makitni and Hewett teach the use control method 
further comprising displaying a screen for selecting one or more functions of an application to 
which user authentication by the authentication part is applied (See Makitni 0030,0036,0062- 
0064). 



Application/Control Number: 10/660,698 Page 10 

Art Unit: 2136 

29. As per claim 43 : Makitni teaches a use control method for an application in an image 
forming apparatus which is conneted to a network and in which a plurality of applications can be 
installed, the use control method comprising: receiving a user information and user 
authentication information input by a user (0006-0007); receiving pre-registered user 
authentication information from an external server through the network (0006-0007,0041); 
displaying a screen for selecting one or more authentication parts for an application, in which 
user authentication by the one or more authentication parts is applied to use of the application 
(See 0030,0036-0037); authenticating the user authentication information based on the pre- 
registered user authentication information by the authentication part(0053,0062-0064); receiving 
one or more authentication results from the one or more authentication parts, and controlling use 
restriction for the application according to the one or more authentication results(See 
0038,0053). 

Makitni does not explicitly teach wherein the external server stores the pre-registered 
user authentication information independently the apparatus at a separate location on the internet. 
However Hewett teaches wherein the external server stores the pre-registered user authentication 
information independently the apparatus at a separate location on the internet(See 0022,0067 and 
Fig 4 step 205). Therefore it would have been obvious to one ordinary skill in the art that time the 
invention was made to modify the teaching method of Hewett within Makitni inorder to enhance 
the security of the system 

30. As per claim 44: the combination of Makitni and Hewett teach the use control method 
further comprising: storing information input from the screen in the image forming apparatus as 
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information indicating the one or more authentication parts corresponding to the application (See 
Makitni 0053,0062-0064). 

31. As per claim 45 : the combination of Makitni and Hewett teach the use control method 
further comprising displaying a screen for setting relationship among the one or more 
authentication parts (See Makitni 0030,0036). 

32. As per claim 46: the combination of Makitni and Hewett teach the use control method 
further comprising: displaying a screen for setting information indicating that user authentication 
for use of the application succeeds only when authentication by all of the one or more 
authentication parts succeeds (See Makitni 0053, 0062-0064). 

33. As per claim 47: the combination of Makitni and Hewett teach the use control method 
further comprising displaying a screen for setting information indicating that user authentication 
for use of the application succeeds when authentication by at least one of the one or more 
authentication parts succeeds (See Makitni 0053, 0062-0064). 

34. As per claim 48: the combination of Makitni and Hewett teach the use control method 
wherein the pre-registered in the external server (See Makitni 0006-0007). 

35. As per claim 50: the combination of Makitni and Hewett teach the use control method the 
image forming apparatus further comprising: installing a a plurality of applications separately 
from control services that perform processes of a system side, wherein the control services 
receives the one or more authentication results and controls use restriction for the one or more 
applications according to the received one or more authentication results (See Makitni 
0030,0036-0038,0053) 
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36. Claim 9, 12-13,23,26-27,38,49 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Makitni (JP 10-190930(Pub date 21/07/1998) in view of Hewett et 
al(hereinafter referred as Hewett) US Pub No 20020104023 and further in view of Ginter 
et al(hereinafter referred as Ginter) US Pub No 2006/0224903 Al 

37. As per claim 9,23,38: the combination of Makitni and Hewett teach claims 1,15,29 as 
recited above. The combination of Makitni and Hewett do not teach the image forming apparatus 
wherein the authentication part performs authentication by using billing information input by a 
user and available billing information registered beforehand. 

However Ginter teaches teach the image forming apparatus wherein the authentication 
part performs authentication by using billing information input by a user and available billing 
information registered beforehand (0954,0956). 

Therefore it would have been obvious to one ordinary skill in the art at that time the 
invention was made to modify the teaching method of Ginter within the combination of Makitni 
and Hewett inorder to enhance the security of the system. 

38. As per claim 12 and 26:Makitni teaches claims 1 and 15 as recite above. Makitni and 
Hewett do not explicitly teach the image forming apparatus further comprising: a user 
information receiving part for receiving, from a client terminal, user identification information 
and first billing information indicating usage of the image forming apparatus by a user to be pre- 
registered in the external server, wherein the external server communication part sends the user 
identification information and the billing information to be pre-registered in the external server 
to the external server and receives the billing information pre-registered in the external server 
and corresponding to the user information input by the user, from the external server, and the 
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authentication part compares billing information input by a user with the pre -registered billing 
information received from the external server, and sends a comparing result to the use control 
part. 

However Ginter teaches the image forming apparatus further comprising: a user 
information receiving part for receiving, from a client terminal, user identification information 
and first billing information indicating usage of the image forming apparatus by a user to be pre- 
registered in the external server, wherein the external server communication part sends the user 
identification information and the billing information to be pre-registered in the external server 
to the external server (See 1328,1393 ) and receives the billing information pre-registered in the 
external server and corresponding to the user information input by the user, from the external 
server, and the authentication part compares billing information input by a user with the pre- 
registered billing information received from the external server, and sends a comparing result to 
the use control part(See 0954 1 104,1200). 

Therefore it would have been obvious to one ordinary skill in the art at that time the 
invention was made to modify the teaching method of Ginter within the combination of Makitni 
and Hewett inorder to enhance security of the system. 

39. As per claims 13 and 27: the combination of Makitni and Hewett teach claims 1 and 15 
as recited above. Makitni and Hewett do not explicitly teach the image forming apparatus 
wherein the client terminal reads the user identification information and the billing information 
to be pre-registered in the external server from an external recording medium. 
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However Ginter teaches the image forming apparatus wherein the client terminal reads 
the user identification information and the billing information from an external recording 
medium. 

Therefore it would have been obvious to one ordinary skill in the art at that time the 
invention was made to modify the teaching method of Ginter within the combination of Makitni 
and Hewett inorder to enhance security of the system. 

40. As per claim 49: the combination of Makitni and Hewett teach claim 40 as recited above. 
The combination of Makitni and Hewett do not explicitly teach the use control method wherein 
the userr authentication information includes billing information and pre -registered user 
authentication information includes available billing information. 

However Ginter teaches the use control method wherein the user authentication 
information includes billing information and pre-registered user authentication information 
includes available billing information (See 0954 1 104,1200 ). 

Therefore it would have been obvious to one ordinary skill in the art at that time 
the invention was made to modify the teaching method of Ginter within the combination of 
Makitni and Hewett inorder to enhance security of the system. 

Conclusion 

41 . The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO 892. 
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Any inquiry concerning this communication or earlier communications from the 
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The examiner can normally be reached on 9-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Moazzami Nasser can be reached on 571-272-4195. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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